
Integrating Cybersecurity Labs 
into 

Traditional Curriculum Design

Authors: Suzanna E. Schmeelk & Denise M. Dragos
Affiliation: St. John’s University – Queens, New York (United States)

Session: Technology in Education 14:30 – 16:35 on June 28, 2019



Talk Outline
• Overview/Contributions
• Introduction
• Literature Review
• Case: Software Assurance
• Case: Digital Forensics
• Case: Information Security Classes
• Conclusions and Future Work

June 28, 2019 Schmeelk and Dragos (St. John's University, Queens, New York) 2



Research Overview
• Cybersecurity topics in textbooks 

• Historically been developed from real world threats actualized
• Risk management frameworks ranked by a probability metrics (likelihood x impact)

• Cybersecurity topics are not developed in isolation from the real world
• The strong real world connection of the field 

• Emphasized directly to the student through 
Regular cybersecurity lab and demo exercises 
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Research Contributions
• Our research contributes an emphasis for cybersecurity learning through 

regular (i.e. weekly) lab demonstrations by either or both the instructor or 
students.  
• The paper discusses a curriculum design where both the cloud and local 

resources are employed for live cybersecurity demos to the students. 
• Employing a cloud service provider such as Amazon, Microsoft, or Google

• Our research can be used to guide further future curriculum designs gaps 
in cybersecurity or computing where traditional lab environments and 
resources are not available to both faculty and students.
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Introduction
• According to the U.S. Department of Labor (2019) Cybersecurity jobs will increase by 

28% from 2016 to 2026 with Median pay of $95,510/year reported in 2017  
• Weese (2019) reports that a skills gap still exists across the country so that finding 

adequate talent continues to be difficult.  
• O'Flaherty (2018) emphasizes diversity in human experiences and backgrounds is 

essential for reinforcing different perspectives when working on a security team.  
• Infosec Institute (2018) writes, all too frequently, diversity remains unrealized.  
• Our research is in narrowing the cybersecurity skills gap for people of diversity while 

benefiting students of all backgrounds.
• On technique we introduce in our paper is to regularly adapt student hands-on learning 

experiences via labs.
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Literature Review
• Research has shown that outcomes and expertise increases with 

regular lab interventions. 
• Techniques published recently in academic venues:

• Cloud-Based Vendor Platforms
• Mobile Security
• Hybrid Environments
• Cloud-Based Academic Platforms
• Outside Exercises
• Frameworks and Early Innovations
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Case Study: Software Assurance
• Risk Management

• Risk Assessment of known vulnerable applications (e.g. Gruyere, WebGoat)

• Static Analysis
• Free tools (e.g. FindBugs, Apktool, etc.) & Educational Licenses (e.g. Fortify, etc.)

• Dynamic Analysis
• Free tools (e.g. MobileSandbox, etc.) & Educational Licenses (e.g. WebInspect, 

Palo Alto, etc.)
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Case Study: Digital Forensics
• Workstation Device and Laptop Devices

• Academic Licenses (e.g. AccessData’s Forensic Toolkit suite, BlackBag’s BlackLight tool)
• Freeware (e.g. DumpIt, Volitliy, Nirsoft tools)

• Mobile Device and IOT Devices
• Academic Licenses (e.g. Blackbag Forensic’s Mobilyze and Cellebrite)

• Server and Network Forensics
• Freeware Licenses (e.g. RSA Netwitness Investigator, Netresec AB NetworkMiner)

• Malware Analysis
• Free (temporary) licenses (e.g. IdaPro, x64Dbg, OllyDbg, and WinDbg)
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Case Study: Information Security Classes
• Information Security changes daily.  
• Most security software (e.g. JohnTheRipper, Kismet, Aircrack-ng, etc.) 

can be run on Linux variants.  
• These labs can be setup for students on many hybrid and cloud-based 

systems while staying within the freeware service license.

• Students should have awareness for key industry leading 
technologies.  Historically, Gartner has developed a Magic Quadrant 
for various poplar technology niches (e.g. firewalls, IDS, SIEM, etc.)
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Conclusions and Future Work
• Research has shown that many students benefit from hands-on lab activities.  
• This paper explored current and future hybrid and online learning resources for 

cyber security.  
• Our research identifies different free, hybrid, cloud, and proprietary resources, 

which can be directly integrated into class activities.  
• Online vendors such as Amazon are integrating with VMWare providing 

additional sources for running labs in the Cloud.  
• Overall, feedback from students indicate that they appreciate hands-on 

exercises, which they emphasize helps them reinforce learnings.
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