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Motivation

• Digital society relies on 
secure communication

• Quantum computing 
threatens current 
cryptography

• Cryptography is usually 
taught late in curricula

• Need accessible, 
interactive learning tools



Objective

Develop a platform that:

• Introduces cryptography and quantum concepts early

• Uses simple explanations and visual illustrations

• Provides interactive exercises with feedback

• Integrates game-based learning

• Supports scalability and extensibility



CryptoLearn Platform 
Overview
CryptoLearn teaches:

• Classical cryptography

• Modern encryption

• Quantum computing fundamentals

• Post-quantum cryptography

Features:

• Interactive lessons

• Visual explanations

• Hands-on exercises

• Narrative-based mystery game



System Architecture

Three-tier architecture:

• Presentation Layer – interface and visualization

• Application Logic Layer – exercises, game logic, navigation

• Data/Content Layer – lessons, exercises, encrypted messages



Learning Module Design

Each module includes:

1. Concept explanation

2. Visual illustration

3. Interactive activity

4. Immediate feedback

Progression:

Basic ciphers → RSA → Quantum computing → Post-quantum 

cryptography



Classical Cryptography 
Module

Topics:

• Caesar Cipher

• Substitution ciphers

• Frequency analysis

Activities:

• Encryption tools

• Visual alphabet shifting

• Cryptanalysis exercises



Classical Cryptography 
Module



Classical Cryptography 
Module



Modern Cryptography 
Module

Topics:

• Public-key cryptography

• RSA encryption

• One-way functions

• Encryption vs hashing



Modern Cryptography 
Module

Interactive RSA demonstrations



Modern Cryptography 
Module



Quantum Computing Module

Topics:

• Classical bits vs qubits

• Superposition

• Quantum algorithms

• Shor’s algorithm and RSA 

vulnerability



Quantum Computing Module

Students use the CryptoLearn simulator to see how algorithms like 

Shor’s algorithm can factor large numbers more efficiently.



Gamification: The Cipher Killer 
Case

Students solve a fictional mystery by:

• Decoding encrypted messages

• Applying cryptographic techniques

• Identifying suspects



Deployment and Outreach

Used in:

• CyberSmart workshops (middle school)

• GenCyber camps (high school)

• Community outreach events



Observed Results

• High student engagement

• Positive student perceptions

• Increased curiosity about cybersecurity

• Students can explore independently

• Suitable for high and middle school students

• Students focus on the core concepts and no longer struggle with 

coding like before

• High retention rate among students



Conclusion
CryptoLearn demonstrates that:

• Complex cybersecurity topics can be introduced early

• Interactive learning improves engagement

• Gamification supports deeper exploration



Future Work

• Conduct structured learning studies

• Implement surveys and assessments

• Expand learning modules

• Add analytics and teacher dashboards
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