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Abstract

Modern cybersecurity needs have highlighted the importance of ensuring the security of data and
applications from cyberattacks as well as to guarantee the national security of states [1]. This research
explores the integration of training, awareness, and digital communication as tools for increasing the
security level of organizations, with particular attention to the Italian research sector. The article
analyzes how the correct use of these elements can mitigate the risk deriving from cyber attacks,
guarantee the confidentiality and integrity of sensitive information, and protect critical infrastructures,
while aligning with broader cybersecurity policies of the European Union [2]. The study begins by
outlining the evolution of the relevant European legislation aimed at adopting effective and proactive
security strategies, also taking into account the growing use of artificial intelligence [3]. The study
continues contextualizing these recent compliance rules with reference to the Italian research sector,
examining the systemic challenges they introduce, both in terms of compliance and the upskilling and
reskilling of internal personnel within public organizations [4]. The study focuses on the Italian Ministry
of University and Research program aimed at completing the Cybersecurity Strategy and compliance
with the NIS2 regulation, detailing the related transfer of training courses, specialist consultancy and
cyber knowledge to higher education institutions, necessary to promote and mitigate cyber risk, also
considering a systemic training for the benefit of students, researchers and teachers [5]. Drawing on
the experience gained by the Ministry of University and Research, this article offers concrete insights
for policymakers, the research community, and industry professionals, proposing an applicable and
replicable best practice model to enhance cyber posture, promote a culture of secure innovation, and
improve stakeholders’ digital skills. The adoption of these strategies can lead the research community,
specifically, and the lItalian public administration, in general, to improve their cyber resilience and
position themselves as centers of excellence in relation to their global competitors.
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1. Introduction

Over the past decade, Italy has experienced a significant acceleration in digital development and
transformation processes. This progress has occurred despite the persistence of a structural gap
compared to the European average in terms of digital infrastructure, skills, and levels of digital
adoption, as highlighted by the Digital Economy and Society Index (DESI) [4]. This evolving landscape
has increasingly underscored the need to define an integrated national cybersecurity governance
model capable of effectively coordinating stakeholders, policies, and instruments for the prevention,
mitigation, and response to cyber risk. Within this context, several sectors have proven to be
particularly exposed to cyber threats. Among these, the healthcare sector stands out, alongside the
education and research sector, which has become increasingly vulnerable due to the high
concentration of sensitive data, the presence of distributed infrastructures, and a high degree of digital
interconnection. This research specifically focuses on the research and higher education sector, which
is characterized by complex technological infrastructures, strong international connectivity, and the
intensive use of sensitive data with high strategic value. Beyond traditional technological data
protection measures, there is a growing recognition of the need to adopt an integrated cybersecurity
approach that combines governance frameworks, capacity building, awareness-raising initiatives, and
digital communication strategies. In this perspective, the human factor plays a central role. Upskilling
and reskilling initiatives targeting technical-administrative staff, faculty members, students, and
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researchers represent essential levers for strengthening the overall security posture and reducing
systemic cyber risk [3],[4].

Building upon an analysis of the relevant literature and the evolving European and lItalian regulatory
framework on cybersecurity, this study presents the Cyber Sapere program promoted by the Ministry
of University and Research as part of the completion of the National Cybersecurity Strategy and the
alignment with the NIS2 Regulation [3]. The research examines the mechanisms for skills transfer and
awareness enhancement, the associated training pathways, and the outcomes of phishing simulation
campaigns conducted over the past three years within higher education institutions, with program
completion planned for 2026. The overarching objective is to foster a widespread, structured, and
sustainable culture of cybersecurity. From this standpoint, the study aims to demonstrate how the
governance strategies and cybersecurity capacity-building initiatives adopted by the Ministry of
University and Research can contribute to strengthening the cyber resilience of research institutions
and public administrations, in alignment with the regulatory framework established by the NIS2
Directive.

2. Literature Review

The literature highlights a progressive shift toward multilevel governance approaches, in which
normative, institutional, technological, and capacity-building dimensions are deeply interconnected. In
the Italian context, several studies examine the evolution of the national cybersecurity architecture and
the protection of critical infrastructures, emphasizing the strengthening of institutional coordination and
the increasingly central role of the State in defining cybersecurity strategies [1],[6]. These contributions
are situated within a broader debate on transnational cybersecurity governance, which underscores
existing asymmetries in national capabilities and the challenges associated with cyber capacity
building, particularly about the dissemination of skills and resources across public and strategic
sectors [7]. Within this framework, the implementation of the NIS2 Directive represents a critical
turning point for essential and important sectors, requiring the reinforcement of IT governance models,
risk management practices, and organizational accountability structures [8]. In parallel, the literature
on cyber resilience emphasizes the importance of a systemic approach that integrates technical,
organizational, and human measures, highlighting how the protection of critical information
infrastructures also depends on the ability of institutions to learn, adapt, and evolve over time [9].

A more recent strand of research investigates the contribution of advanced technologies, particularly
artificial intelligence, to strengthening cybersecurity and supporting models of sustainable digital
development, while simultaneously drawing attention to persistent ethical and governance-related
challenges [10]. However, despite the extensive focus on regulatory, technological, and training-
related dimensions, the literature reveals a notable lack of integrated empirical studies assessing the
effectiveness of governance and capacity-building strategies within the Italian public administration.
This gap is particularly evident in the domains of public research and higher education, especially
when examined in light of the new requirements introduced by the NIS2 regulatory framework [11].

3. Methodology

The data presented in the following paragraphs derive from the initiatives undertaken by the Ministry
of University and Research within the framework of the Cyber Sapere program.

The Cyber Skill Assessment involved, from January to February 2025, the administration to the
technical-administrative staff of universities and Institutions of Higher Education in Art, Music and
Dance (AFAM - Alta formazione artistica, musicale e coreutica), as well as to personnel of the
Ministry, of an individual online questionnaire consisting of 15 technical questions covering the main
thematic areas of cybersecurity. The results defined an Awareness Level according to the following
thresholds: from 0 to 12 points, beginner level — from 13 to 20 points, intermediate level — from 21 to
25 points, expert level.

The asynchronous e-learning training course was delivered, through a specialized online service in
cybersecurity domains, to employees of the Ministry of University and Research, from July 2025 to
December 2025.
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The synchronous e-learning training course was delivered, through an online platform, to the
technical-administrative staff of universities and AFAM institutions and to personnel of the Ministry,
from September 2025 to November 2025.

The in-person training courses were delivered by qualified instructors to technical-administrative staff
and students at selected universities, as well as to personnel of the Ministry, from September 2025 to
December 2025.

For all the aforementioned training courses, an individual satisfaction questionnaire was administered
to participants, consisting of several questions, depending on the specific course attended. For each
guestion, respondents were asked to express an evaluation using a rating scale ranging from 1 to 5
points. The average of the scores represented the level of user satisfaction. The questionnaires were
completed anonymously, and the collected responses were not used for evaluative purposes, but with
the aim of improving future training initiatives.

The three phishing campaigns conducted involved the technical-administrative staff of universities and
AFAM institutions and personnel of the Ministry from June 2025 to December 2025, through individual
email messages. The percentage of users who clicked on the link contained in the received emalil
compared to the total number of emails sent represents the Click Rate of the campaign. The results
defined an Awareness Level according to the following thresholds: from 3 to 5 points, beginner level —
from 6 to 8 points, intermediate level — from 9 to 10 points, expert level.

The informational brochures were distributed to the technical-administrative staff of universities and
AFAM institutions and to personnel of the Ministry from May 2025 to December 2025, through
individual email communications.

4. The New European and Italian Regulatory Framework for Cybersecurity

Over the past decade, cybersecurity has been the subject of a significant proliferation of regulatory
instruments, driven by strong legislative momentum at both the European [12] and national levels [13].
The prominence that cybersecurity has assumed within the supranational and Italian regulatory
landscape highlights the importance that both the European Union and Italy attribute to this domain
[14]. The long and ongoing process of improving cybersecurity posture and data protection
experienced an initial and significant acceleration with the adoption of Directive (EU) 2016/1148 (NIS
1) and Regulation (EU) 2016/679 (GDPR) [15], followed by Regulation (EU) 2019/1020 and Directive
(EU) 2020/1828 on cyber resilience. These general regulatory instruments were subsequently
complemented by additional sector-specific and thematic legislation. Italy, as a Member State [16],
has likewise strengthened its cybersecurity posture, both by transposing European directives and
through autonomous legislative initiatives, such as the establishment of the National Cybersecurity
Perimeter (PSNC) [17]. In 2022, a second and more substantial reinforcement of the European
cybersecurity regulatory framework took place. The aforementioned legislation was revised through
complex regulatory processes [18], and new, more comprehensive and far-reaching rules were
adopted [19]. This forward-looking approach enabled the initiation and renewal of processes aimed at
strengthening both cyber and human defenses [20], particularly in light of emerging threats related to
artificial intelligence. Indeed, in the short term, threat actors are expected to benefit more significantly
from the use of Al for illicit purposes and malicious activities than defensive organizations will be able
to do [21]. In this context, the implementation of the NIS 2 Directive [2], together with its national
transposition through Legislative Decree No. 138/2024 and the additional measures adopted by the
National Cybersecurity Agency (ACN — Agenzia per la Cybersicurezza Nazionale), assumes
relevance. Specific attention is given to the implementation of Article 24 of Legislative Decree No.
138/2024 [22] and to the systemic challenges introduced under multiple profiles, encompassing both
compliance requirements and the identification of specific operational activities, as well as
responsibilities related to training.

Both regulatory texts place particular emphasis on training and awareness-raising, targeting not only
the administrative and governing bodies of NIS entities with regard to cyber risks and threats, but also
employees and collaborators of the organizations more broadly.

Evidence of this focus is provided by Article 23 of Legislative Decree No. 138/2024, which transposes
Article 20 of NIS 2 and mandates structured and systematic cybersecurity training for senior
management, alongside the promotion of a structured training offer for employees. In line with the EU
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Cybersecurity Strategy, the objective is to foster the acquisition of adequate knowledge and skills
related to cyber risks and their management.

Ultimately, the European Union has firmly emphasized the need to develop a workforce that is not only
adequately prepared in the field of cybersecurity, but also specialized, to ensure robust regulatory
compliance and operational resilience [23].

Italy has adopted further implementing measures, such as Annex 2 to ACN Determination No. 379887
of 2025 and subsequent amendments and integrations. Training and awareness are considered so
fundamental that the ACN has extended these requirements to the supply chain [24] and has
dedicated a specific requirement to this area, identified by the code “PR.AT”. This requirement
mandates the adoption and documentation of cybersecurity policies related to awareness and training,
as well as the definition, implementation, updating, and documentation of a training plan that includes,
at a minimum, the planning of activities, the specification of content, and the methods for verifying the
acquisition of knowledge. In addition, awareness-raising activities in cybersecurity and training on the
skills and knowledge necessary to perform one’s duties while taking cyber risks into account are
required. Furthermore, the regulation requires that top management approve the training plan and
oversee its effective implementation by consulting training activity records. An important sector-
specific provision has been introduced for individuals holding specialized roles. For these profiles,
such as system administrators, dedicated and targeted training is required with regard to the
configuration and operation of information and network systems, cyber threats, and instructions on
appropriate behavior in the event of security-relevant incidents [25].

5. Upskilling and Reskilling as Enabling Factors for a Proper Security Posture

To ensure an adequate cybersecurity posture, upskilling and reskilling are considered strategic levers:
the former aims to enhance existing digital skills in order to address the growing cyber threats [26],
while the latter focuses on reorienting professional profiles toward security roles and bridging the
existing skills gap [4]. The rapid evolution of cyberattack typologies (ransomware, Al-driven attacks,
supply-chain threats, etc.) targeting individuals and organizations [27] risks rendering defensive tools
and response approaches obsolete in the absence of continuous skills updating, thereby undermining
the effectiveness of incident response methodologies for complex attacks. In this context, the rapid
introduction of artificial intelligence brings additional cyberattack vectors [3], such as automated
attacks, advanced phishing and social engineering techniques, deepfakes, and increasingly credible
and targeted disinformation campaigns. Moreover, Al enables the rapid creation and adaptation of
malware and evasive attacks capable of bypassing traditional defense systems and exploiting
vulnerabilities more effectively. A further threat is associated with the risk of Al model abuse, including
data manipulation, ethical dilemmas, and the improper use of autonomous systems in critical
environments.

In a context characterized by a pronounced shortage of digital and cybersecurity skills, reskilling
represents a strategic lever for organizations. Through structured professional requalification
pathways, it is possible to transition resources from adjacent IT domains into specialized cybersecurity
roles [4]. This approach not only accelerates the coverage of critical positions, but also significantly
reduces the time and costs associated with recruitment processes [28]. Furthermore, it limits
dependence on external consultancy, fostering a more sustainable and coherent management of
human capital and enhancing the value of internal professional expertise. Reskilling enables the
valorization of existing competencies, strengthening employees’ sense of belonging and motivation. At
the same time, it contributes to the development of an organizational culture oriented toward
continuous learning and adaptation to emerging digital threats, thereby improving the overall security
posture. Structured training programs represent an enabling factor for addressing the challenges
posed by digital transformation in a conscious and effective manner. They support the adoption of
emerging technologies such as agentic Al, cloud architectures, 5G, and the Internet of Things.
Through upskilling and reskilling pathways, organizations develop technical and managerial
competencies aligned with these new digital ecosystems. At the same time, such programs contribute
to mitigating operational risks associated with the widespread adoption of highly interconnected
platforms and services, strengthening, in particular, the security of cloud-native infrastructures and
promoting the adoption of advanced identity and access management models.
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Organizational culture and internal awareness represent strategic elements of an organization’s
cybersecurity posture, as they extend beyond purely technical aspects to encompass processes,
behaviors, and governance models. In this context, continuous training programs play a fundamental
role in promoting widespread awareness and shared responsibility with respect to cyber risks.
Through ongoing update and awareness-raising activities, employees develop an enhanced ability to
recognize threats such as phishing and the improper use of information. This contributes to reducing
human error, which is often a primary cause of security breaches. At the same time, training fosters
more effective collaboration between IT, business, and compliance functions, strengthening alignment
between operational needs and data protection requirements. In this way, the organization
consolidates an integrated approach to security, in which skills, behaviors, and governance converge
toward a common objective: ensuring long-term resilience and protection.

6. The Approach of the Sector Authority of the Ministry of University and Research

Within the context of the Italian research system, the Ministry of University and Research has been
designated as the NIS Sector Authority pursuant to Article 11 of Legislative Decree No. 138/2024, with
the task of supporting, through its sector-specific expertise, the functions of the National Competent
NIS Authority. Its responsibilities include validating the list of NIS entities within its sector of
competence, proposing additional governmental designations where appropriate, coordinating sector-
specific working groups, and fostering cooperation at both national and international levels (e.g., with
other Member States, ENISA, and the European Commission).

The Iltalian research sector is highly heterogeneous, comprising a wide range of public and private
actors, including authorized research institutes, universities, Institutions of Higher Education in Art,
Music and Dance (AFAM), as well as research bodies and institutions. Within this landscape, the level
of cybersecurity posture is equally variable and diversified.

By virtue of its dual role as an entity subject to the obligations established by the NIS2 regulatory
framework and, at the same time, as the sector authority for the research domain, the Ministry has
launched a set of synergistic and coordinated initiatives aimed at strengthening the overall
cybersecurity posture. These actions are intended not only to enhance the Ministry’s internal levels of
organizational, technological, and procedural security, but also to provide systematic support to the
reference research entities by promoting training and the adoption of shared models, tools, and
practices for cyber risk management [28]. Within this framework, the Ministry assumes a guiding and
facilitating role, fostering the dissemination of a structured and informed approach to digital security
across the entire national research ecosystem.

Within the framework of the National Cybersecurity Strategy 2022—-2026 [29], the Ministry of University
and Research launched the program entitled Cyber Sapere, aimed at strengthening cybersecurity
culture and developing targeted skills among its own personnel, as well as the technical-administrative
staff and students at universities and AFAM institutions. The program, scheduled to conclude in 2026,
has implemented a structured set of initiatives articulated along two main lines of action: on the one
hand, strengthening staff competencies through training and awareness-raising activities; on the other,
improving the security level of internal infrastructures through technical activities focused on
prevention, monitoring, and verification.

6.1.Cyber Skill Assessment

The program included a preliminary Cyber Skill Assessment activity aimed at understanding the level
of knowledge and familiarity with cybersecurity-related topics. The assessment made it possible to
identify both the areas in which competencies were less consolidated and those exhibiting a higher
level of maturity. The results obtained enabled the definition of the training plan and the identification
of content and in-depth topics aligned with the actual needs of the target audience. The following table
highlights the main results of the Cyber Skill Assessment questionnaire.

Type of entity SIS Users involved Certificates issued Awareness level
involved
Universities 103 11.413 14/25 Intermediate
AFAM 129 1.299 14/25 Intermediate
Ministry 1 141 13/25 Intermediate
Totals & Media 233 12.853 14/25 Intermediate
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6.2. Asynchronous e-Learning Training Course

Based on the outcomes of the Cyber Skill Assessment, the Ministry made available an asynchronous
e-learning training platform dedicated exclusively to its internal staff. The distinctive feature of this
asynchronous course, with a total duration of 27 hours, lies in its foundation on a continuous micro-
learning approach, providing short, clear, and progressively structured multimedia content, thereby
fostering effective learning aligned with principles of cognitive load sustainability.

In 2025, the first two of the three planned training modules—the basic and intermediate levels—were
delivered, for a total of 15 hours, while the advanced module will be made available in 2026. The
following table highlights the main results achieved so far by the asynchronous e-learning training

course.
Type of entity iE\rllglt\I/ iz Users involved | Certificates issued User satisfaction
Ministry 1 389 2141 N/A

6.3.Synchronous e-Learning Training Course

A synchronous online training course was delivered with a total duration of 32 hours (8 sessions of 4
hours each). The course, delivered by instructors in a virtual classroom setting, was developed
according to a modular approach, aimed at progressively supporting technical-administrative staff in
the acquisition and consolidation of cybersecurity competencies. In particular, the training pathway
was divided into two macro-modules: the first focused on fundamental principles and the theoretical
foundations of cybersecurity, with content accessible also to participants with no prior experience; the
second module provided an in-depth exploration of technical and specialized topics, such as Cyber
Threat Intelligence activities and the use of tools supporting the prevention of and response to cyber
threats. The following table highlights the main results of the synchronous e-learning training course.

Type of entity iﬁ\?(tnllt\l/ Z Users involved | Certificates issued User satisfaction
Universities 100 1.151 974 2
AFAM 148 781 435 3,80/5,00

Ministry 1 38 35 4,05/5,00°
Totals & Media 249 1.969 1.444 3,82 /5,00

6.4.In-person Training Course

With specific reference to the target group of students, six training events were delivered in 2025, two
hosted at the Ministry and three hosted at three Italian universities, each with a duration of 2 hours.
During the sessions, the main cybersecurity topics were addressed with interactive digital tools based
on edugame mechanisms, including quizzes and simulations. This approach was adopted to stimulate
active participation and foster a higher level of engagement among participants, based on the
assumption that educational game-based approaches may offer advantages over conventional

teaching methods [30]. The following table highlights the main results of the in-person training course.
Type of entity L Users involved | Certificates issued User satisfaction
involved
Universities 3 75 75 4,65/5,00"
Ministry 1 39 30 4,28/5,00°
Totals & Media 4 114 114 4,42 /5,00

1115 diplomas for the basic level and 99 diplomas for the intermediate level
2 344 users responding to the questionnaire (AFAM University)

% 22 users responding to the questionnaire

* 22 users responding to the questionnaire

5 37 users responding to the questionnaire
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6.5. Phishing Campaigns

In support of the training offer, three simulated phishing campaigns were conducted in 2025, aimed at
verifying the effective assimilation of the skills acquired and training personnel to recognize and
appropriately handle potential attempts to compromise information systems. The following table
highlights the main results of the phishing campaigns.

Type 'Entmes Users involved | Click Rate Awareness level
involved
Universities 33 21.343 8% 7—Intermediate
Campaign AFAM 26 1.234 26% 5-Beginner
1 Ministry 1 398 30% 5-Beginner
Totals & Media 60 22.975 9% 8—Intermediate
Universities 28 17.700 13% 6—Intermediate
Campaign AFAM 18 679 18% 5-Beginner
2 Ministry 1 302 10% 7- Intermediate
Totals & Media 47 18.681 14% 6— Intermediate
Universities 19 10.252 7% 7— Intermediate
Campaign AFAM 15 620 14% 6- Intermediate
3 Ministry 1 302 10% 5- Intermediate
Totals & Media 35 11.174 10% 7— Intermediate

6.6.Informational Brochures

To complement the training activities described above, during 2025 the Ministry oversaw the
dissemination of six periodic informational brochures, aimed at promoting informed behaviors and
contributing to the development of a safer and more resilient digital environment within public
administrations. These brochures were shared not only within the Ministry, but also with the higher
education institutions involved in the Cyber Sapere program.

7. Conclusion

In the near future, cybersecurity will be required to address increasingly complex challenges, driven by
the growth of automated and artificial intelligence—enhanced attacks capable of rapidly adapting and
targeting critical infrastructures and distributed systems. The continuous expansion of cloud
computing, 10T, and hybrid environments will further enlarge the attack surface, making it more difficult
to ensure control, resilience, and data protection across the entire digital value chain. An additional
critical factor will be the shortage of specialized skills, which will necessitate structured investments in
training and in the promotion of a security culture at all organizational levels.

Within this context, upskilling and reskilling represent fundamental levers for minimizing the risks
associated with cybersecurity challenges. Through the Cyber Sapere program, the Ministry of
University and Research aims to mitigate the cybersecurity skills gap and to enhance the security
posture of participating stakeholders. Although the program is scheduled to conclude in 2026, at the
time of writing the partial results achieved are already substantial and constitute a valuable basis for
measurement and comparison. The body of information currently being accumulated by the Cyber
Sapere program represents a unique asset within the research sector in terms of scope and
completeness. It enables not only the comparison of cyber awareness levels among the various actors
involved, but also the design of tailored remediation plans aligned with the actual needs of institutions
and individual personnel.

The high level of participation in the proposed training activities confirms a strong interest in
specialized cybersecurity education, perceived as essential for the effective performance of
professional roles. Participant feedback further indicates a clear preference for non-traditional training
formats, with a stronger focus on multimedia micro-learning content and educational game-based
approaches.

The results of the initial Cyber Skill Assessment indicate an overall medium level of security posture
for both universities and AFAM institutions, while a significant difference emerges in the outcomes of
phishing campaigns between universities and AFAM institutions on the one hand and the Ministry on
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the other, in favor of greater awareness among the former. Assuming the statistical sample to be
reliable, this result is, at present, difficult to explain other than by considering endogenous factors that
generate distinct sensitivity toward the proposed campaigns. At the conclusion of the program period
and following the additional phishing campaigns planned under the Cyber Sapere initiative, this
heterogeneity of results may be further investigated to identify the underlying characteristics that have
contributed to its emergence.
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